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<?php
$var = "Hello, PHP!";
echo $var;

?>



Disadvantages of PHP

e PHP ot {0 (Y2td0] g13)
o baseb4 encode, urlencode

o HTML, PHP =222 (FA|E+ &4))
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PHP script

PHP starts \l/
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How does PHP(Zend Engine) work? ool 1
e
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What is PHP Trick?
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OtL| php =74 AH2{A 4

£} php trick === php bug
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PHP Type Cast & Comparison Trick



What is Type casting? (Type Juggling) (%

T2 )HUONA EHE HAE 0l et R RIIER?

settype($str, "integer");
settype($num, "string");

(int)$string
(object)$array
(array)$object

HIOIE Bt = BH&tole .
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PHP is support Auto type casting (Type Juggling)
.Otcl= @& EHY Y
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PHP Auto type casting Examples

var dump('1' + 2);
var dump('1' + '2');
var _dump('55"' + 45.5);

(True)

var_dump( '5abc’
var_dump('0.10'
var_dump('0el12345' =

10000000000000001 "' ) ;

5);
'0.
= '0e67890"');

19



PHP Auto type casting Example

1T+'2" e > int(3)
‘55" +455 = e >  float(100.5)
'Babc' == 5 = - >  bool(true)




PHP Auto type casting Example

"0el234" == "0eb678"
bool(true) - It's called Magic Hash |

P




PHP Magic Hash?

Why md5('240610708') is equal to md5('QNKCDZQ'")? - Stack Overflow
https://stackoverflow.com/.../why-md5240610708-is-equal-to-md... ¥ O| I{|O| X| HH S} 7|

B H 274

2015. 9. 2. - md5("QNKCDZQ') 's result is 06830400451993494058024219903391 .
They are both float number format strings (numerical strings), and if you use == in

php, ...

md5( ' 240610708"') == md5('QNKCDZO') ----> True!

md5('240610708') — 0e462097431906509019562988736854
md5 (' QNKCDZ0"') — 0e830400451993494058024219903391 22



Why? @

(number) e (number) 22 Xl H2Z 214G

— ™

| —)
—
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AHE '0el234" 2 0el234=2 P&t =L WMetA 001 &1
AE '0eb678" L5t 0eb678= HEE O, ZISHE2 2 00| = L,

'0el234' == '0eb678"' (True) ----- > 0==0(True)
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S0 why? @ @
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Loose comparisons with ==

TRUE FALSE 1 0 = e “o" b i NULL arr ay( ) "php" "
TRUE TRUE FALSE | TRUE FALSE | TRUE TRUE FALSE | TRUE FALSE FALSE TRUE FALSE
FALSE FALSE | TRUE FALSE | TRUE FALSE FALSE | TRUE FALSE | TRUE TRUE FALSE | TRUE
1 TRUE FALSE | TRUE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE FALSE FALSE
0 FALSE | TRUE FALSE | TRUE FALSE FALSE | TRUE FALSE | TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE | TRUE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE
e TRUE FALSE | TRUE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE FALSE FALSE
i FALSE | TRUE FALSE | TRUE FALSE FALSE |TRUE FALSE FALSE FALSE FALSE FALSE
=" TRUE FALSE FALSE FALSE | TRUE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE
NULL FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE | TRUE TRUE FALSE TRUE
array() FALSE | TRUE FALSE FALSE FALSE FALSE FALSE FALSE | TRUE TRUE FALSE FALSE
"php" TRUE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
" FALSE | TRUE FALSE | TRUE FALSE FALSE FALSE FALSE | TRUE FALSE FALSE | TRUE

25



"33el" == "3300E-1" (True)
"15e0005" == "1500000" (True)

/\\\

= Q) ?
'1000e-1" == '100" (True) :ﬁ\»
199e-2" == "0.99" (True) N/

'99e+2' == '9900" (True)
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Hmmteresting ... ¢

CHasb|w HAER = B2

<?php
var_dump("1000e-1" < "1"); // bool(false)
var_dump("1000e-4" < "1"); // bool(true)
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You can download PHP source code
https://museum.php.net

T downloaded 7.0.30 version!

$ wget https://museum.php.net/php7/php-7.0.30.tar.gz
$ tar -xvf php-7.0.30.tar.gz

(you have to install gcc, g++, libxml2, libxml2-dev)
$ ./configure --disable-all --enable-debug

$ make
$ make install

31


https://museum.php.net

'0.10" == '0.1" (True)
'15e0005" == "1500000" (True)
'1000e-1"' == '100" (True)

'99e-2'
'9%e+2'

'0.99' (True)
'9900" (True)

32



string to number (integer, double ..)
Ere Het2 O{C[0[M OB A O] FO{ Z7}?
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PHP Variable Structure

PHP H=== LHR0IAM zval Ol2t= 2 E A el= L

typedef struct _zval_struct {
zvalue_value value; /* variable value */
zend_uchar type; /* value type */

zend_uint refcount__gc; /* reference counter */
zend_uchar is_ref__gc; /* reference flag */
} zval;

34



PHP Operators

35 =



int
int
int
int
int
int
int
int
int
int
int
int

int
int
int
int
int
int

add_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);
sub_function(zval *result, zval *opl, zval *op2 TSRMLS _DC);
mul_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
div_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
mod_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
concat_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
bitwise_or_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);
bitwise_and_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
bitwise_xor_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);
shift_left_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
shift_right function(zval *result, zval *opl, zval *op2 TSRMLS DC);
boolean_xor_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);

is_equal_function(zval *result, zval *opl, zval *op2 TSRMLS DC);
is_not_equal_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);
is_identical function(zval *result, zval *opl, zval *op2 TSRMLS DC);
is_not_identical_function(zval *result, zval *opl, zval *op2 TSRMLS_DC);
is_smaller_function(zval *result, zval *opl, zval *op2 TSRMLS _DC);
is_smaller_or_equal_ function(zval *result, zval *opl, zval *op2 TSRMLS DC);

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*
/*
/*
/*

+

N % 1

Q0 — -

<<
>>
xor

~
Al <1
I nn

A
|

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
*/
*/
*/

_*/
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compare_function

php-src/Zend/zend_operators.c

==, 1=, ¢, >, {5, )= 2 &2 |l HLAZ AIESHH
LoHT_ compare_function &4+E S&35ICt

o
T HAZ2

ZEND_API int ZEND_FASTCALL compare_function(zval *result, zval *opl, zval *op2)
{

int ret;

int converted = 9;
zval opl copy, op2 copy;
zval *op_free, tmp_ free;

37



compare_function

php-src/Zend/zend_operators.c

B WSh= EFYOMEE B2 2 2|5t O'Ef. (case HE L= ME

(TYPE_PAIR(Z TYPE_P(opl), Z TYPE_P(op2))) {
TYPE_PAIR(IS_LONG, IS_LONG):
TYPE_PAIR(IS_DOUBLE, IS_LONG):
TYPE_PAIR(IS_LONG, IS DOUBLE):

TYPE_PAIR(IS_DOUBLE, IS DOUBLE):
TYPE_PAIR(IS_ARRAY, IS_ARRAY):
TYPE_PAIR(IS_NULL, IS TRUE):
TYPE_PAIR(IS_STRING, IS STRING):

38



compare_function — zendi_smart_strcmp

H|W5t= CHat0] = Cf 2X1E0|2 M2 CtECHH zendi_smart_strcmp &8 S Z6IHC}

TYPE_PAIR(IS_STRING, IS STRING):
(Z STR P(opl) == Z STR P(op2)) {
ZVAL_LONG(result, 0);
SUCCESS;

}
ZVAL _LONG(result, zendi smart _strcmp(Z _STR P(opl), Z STR P(op2)));

SUCCESS;




zendi_smart_strcmp — is_numeric_string_ex

zendi_smart_strcmp S£0|M EXE0| TALZ O|F A /UE=2R | iIELOWI 2|5l A

ME
is_numeric_string_ex 2= 42 AFZ A7}

ZEND_API zend long ZEND FASTCALL
zendi_smart_strcmp(zend_string *sl, zend string *s2)

{
int retl, ret2;

int oflowl, oflow2;
zend_long 1lvall = 0, 1lval2 = 0;
double dvall = 0.0, dval2 = ©

is numeric string ex(sl->val, sl1->len, &lvall, &dvall, 9, &oflowl))

((retl = is_
is numeric string ex(s2->val, s2->len, &lval2, &dval2, 0, &oflow2))) {

&& (ret2 =




IS_nhumeric_string_ex — _is_numeric_string_ex

zend always inline zend_uchar
is_numeric_string_ex( char *str, size t length, zend_long *1val,
double *dval, int allow _errors, int *oflow_info)

{

(*str > '9") {

9;

_is numeric_string ex(str, length, lval, dval, allow _errors, oflow_info);

41



IS numer'ic_s’rr'ing_ex function

[ Ef%} O D*HI

o

uchar ZEND_FASTCALL
char *str, size t length, zend long *1lval

ZEND_API zend_
is _numeric_string ex(
double *dval, int allow_errors, int *oflow_info) /* {{{ */

{
char *ptr;
int digits = 0, dp_or_e = 0;
double local dval = 0.9;
zend _uchar type;

42



_is_numer'ic_sTr'ing_ex (goto check_digits)

(type = IS LONG; !(digits >= MAX_LENGTH_OF LONG && (dval || allow_errors == 1)); digits++, ptr++){
check _digits:
(ZEND_IS DIGIT(*ptr)) {
tmp_lval = tmp_lval * 106 + (*ptr) - '0’';

(*ptr == "." & dp_or_e < 1) {

process_double;

((*ptr == 'e' || *ptr == 'E') && dp_or_e < 2) {
char *e = ptr + 1;

(*e == "-" || *e == "+") {
ptr = e++;

(ZEND_IS DIGIT(*e)) {
process_double;




_Is_humeric STr'ing_ex (goto check_digits)

Of2fj2l Z0[ A&~ H2QIZ| dAIE M2l &
|5 process_double 2222 H0{7tC},

‘e’ || *ptr 'E') & dp_or g
char *e = ptr + 1; 123e+45

' 123e+45
ptr = e++;

(ZEND_IS DIGIT(*e)) { 123e
process_double;




_is_numeric_s’rring_ex (goto process_double)

process_doubleO|A= Ha42| EIY S double@ 2= HPYF
E —
235
=

W& B0 ZF S5t doubleZ H2tst7| &ol M zend_strtod gt £t

—

ol

process double:
type = IS DOUBLE;

(dval) {
local dval = zend strtod(str, &ptr);
(allow errors !=1 & dp or e != -1) {

45



zend_strtod function

H40| ZHS stringOf| M doubleZ HalS|F = St

. "3.14" (string) — 3.14 (double)
. "12345" — 12345.0



zend_strtod is similar to strtod.

nle
all
rUZ
rige
%
+
rr

ol
I
QO

o strtod &fE A §>:I B S XANg8 = dOUbleco::I Al

o OFcHe ZIE Truedt LE2LI zend_strtod & 4+= &20| & 202IC}.

main() {
char *s1 = "99e-2"; " " " "
char *s2 = "0.99"; 99e-2" =="0.99" (True)
char *ptr;

if(strtod(sl, &ptr) == strtod(s2, &ptr))
printf("True");
else

printf("False");
return 0; .
) @ﬁ
o
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Strict comparison operator Trick
(Codegate 2016 Hack Nojam - Web prob)

[4294967296 => 'admin'] === [0 => 'admin']

54.0-54.43,5.5.0-5.5.26,5.6.0-5.6.10 TRUE

a2 “I7 51
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First trip is end!



PHP Filesystem functions Trick



What is Filesystem function?

rename() — oY o5 Y 0|2 B R7|

unlink() — mas AHERe 4

fopen() —— Dz x2IE B0 TS HelE|E
— file, file_get_contents, file_put_contents ..

etc functions (mkdir, rmdir, touch ..)

54



rename, unlink
(php-src/ext/file.c)

PHP_FUNCTION(rename)

{

char *old_name, *new_name;

size t old _name_len, new_name_len;
zval *zcontext = NULL;
php_stream_wrapper *wrapper;

PHP_FUNCTION(unlink)
{

char *filename;
size t filename_len;
php_stream_wrapper *wrapper;




rename, unlink — php_error_docref

(!wrapper->wops->rename) {

php _error_docref(NULL, E_WARNING, "%s wrapper does not support renaming",
wrapper->wops->label ? wrapper->wops->label : "Source");

RETURN_FALSE;

(!wrapper->wops->unlink) {

php_error_docref(NULL, E_WARNING, "%s does not allow unlinking",
wrapper->wops->label ? wrapper->wops->label : "Wrapper");
RETURN_FALSE;




wrapper = php_stream_locate_url_wrapper

(zend_parse parameters(ZEND NUM ARGS(), "p|r", &filename, &filename_len, &zcontext) == FAILURE) {
RETURN_FALSE;

}

context php_stream_context_from_zval(zcontext, 0);
wrapper = php_stream locate url wrapper(filename, NULL, 0);

(zend_parse parameters(ZEND NUM ARGS(), "p|r", &filename, &filename_len, &zcontext) == FAILURE) {
RETURN_FALSE;

}

context php_stream _context from_zval(zcontext, 0);
wrapper = php_stream_locate_url wrapper(filename, NULL, ©);

57



php_stream_locate_url_wrapper

php-src/main/stream/streams.c

php_stream_locate_url_wrapper /= *{2|5t= pathQ| wrappers
AAbotLl 2 wrapper Of| 2| 22|57 /et et4~Ct.

PHPAPI php_stream_wrapper *php_stream_locate_url wrapper
( char *path, char **path_for_open, int options)
{
HashTable *wrapper_hash = (FG(stream_wrappers) ? FG(stream wrappers) : &url stream_wrappers_hash);
php_stream_wrapper *wrapper = NULL;
char *p, *protocol = NULL;
int n = 0;

(path_for_open) {
*path_for_open = (char*)path;

58



data wrappere= php_stream_rfc2397_wrapper 2= X2 2|7} =0
php_stream_rfc2397_wrapper — wops 20| = unlink, rename 0= 00| =0{QIC}.

php_register url stream wrapper("php", &php_stream_php_wrapper);
php_register url stream wrapper("file", &php_plain_files wrapper);
php_register url stream wrapper("glob", &php _glob_ stream_wrapper);
php_register url stream wrapper(“"data", &php_stream_rfc2397 wrapper);
php_register url stream wrapper("http", &php_stream_http wrapper);
php_register url stream wrapper("ftp", &php_stream_ftp_wrapper);

print wrapper
(php stream wrapper *) 0xed8f70 <php stream rfc2397 wrapper>

print wrapper->wops
(php stream wrapper ops *) Oxed8fal <php stream rfc2397 wops>

print wrapper->wops->unlink
(int (*) (php stream wrapper *, const char *, int, php stream context *)) 0x0




{

}

php_stream_rfc2397_wrapper

wops = Oxed8fal <php stream rfc2397 wops>,
abstract = 0xO0,

is url = 0x1

60



php_stream_rfc2397_wops

stream opener = 0x6c2a40 <php stream url wrap rfc2397>,
stream closer = 0x0,

stream stat = 0xO0,

url stat = 0x0,

dir opener = 0x0,

label = Oxbb4dcl "RFC2397",
unlink = 0x0,

rename = 0x0,

stream mkdir = 0x0,

stream rmdir = 0xO0,

stream metadata = 0x0




data wrapper (RFC 2397) /§?
http://php.net/manual/en/wrappers.data.php ;jc /'4/5
2 \ n

Supports unlink() No
Supports rename() No
Supports mkdir() No
Supports rmdir() No

unlink, rename is not supported data wrapper

62


http://php.net/manual/en/wrappers.data.php
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unlink, rename does not work.

unlink(‘data:a’');

unlink(): RFC2397 does not allow unlinking in php shellcode on line 1

rename(‘data:a’, 'abc’);

rename(): RFC2397 wrapper does not support renaming in php shell code on line 1

64



function move_to backup($original path, $ext) {
$filename = random _str().'.'.$ext;
$backup path = 'backup/'.$filename;

rename($original path, $backup_path);
if(file exists($backup path)) {
return true;

¥

return false;

65



Example probs

https://github.com/munsiwoo/PHP-Trick-Trip/

66


https://github.com/munsiwoo/PHP-Trick-Trip/

<?php
error_reporting(0);

if($ GET['file']) {
$file = basename($ GET['file']);
if(file_exists($file)) die('bye');
include $file;

show_source(_ FILE );

67



fopen function trick (detail)
http://blog.munsiwoo.kr/
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http://blog.munsiwoo.kr/php-fopen-trick/

PHP Trick 2 {EA 2=7t27

. Zend Engine Auditing / Fuzzing

« PHP Fuzzing

. Feel 100%
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